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What is a Data Protection Impact Assessment?

A Data Protection Impact Assessment (“DPIA”) is a process that assists organisations in identifying
and minimising the privacy risks of new projects or policies.

Projects of all sizes could impact on personal data.

The DPIA will help to ensure that potential problems are identified at an early stage, when
addressing them will often be simpler and less costly.

Conducting a DPIA should benefit the Council by producing better policies and systems, and
improving the relationship with individuals.

Why should I carry out a DPIA?

Carrying out an effective DPIA should benefit the people affected by a project and also the
organisation carrying out the project.

Whilst not a legal requirement, it is often the most effective way to demonstrate to the Information
Commissioner’s Officer how personal data processing complies with data protection legislation.

A project which has been subject to a DPIA should be less privacy intrusive and therefore less likely
to affect individuals in a negative way.

A DPIA should improve transparency and make it easier for individuals to understand how and why
their information is being used.

When should | carry out a DPIA?

The core principles of DPIA can be applied to any project that involves the use of personal data, or
to any other activity that could have an impact on the privacy of individuals.

Answering the screening questions in Section 1 of this document should help you identify the need
for a DPIA at an early stage of your project, which can then be built into your project management or
other business process.



Who should carry out a DPIA?

Responsibility for conducting a DPIA should be placed at senior manager level. A DPIA has
strategic significance and direct responsibility for the DPIA must, therefore, be assumed by a senior
manager.

The senior manager should ensure effective management of the privacy impacts arising from the
project, and avoid expensive re-work and retro-fitting of features by discovering issues early.

A senior manager can delegate responsibilities for conducting a DPIA to three alternatives:
a) An appointment within the overall project team;
b) Someone who is outside the project; or

c) An external consultant.

Each of these alternatives has its own advantages and disadvantages, and careful consideration
should be given on each project as to who would be best-placed for carrying out the DPIA.

How do | carry out a DPIA?

Working through each section of this document will guide you through the DPIA process.

The requirement for a DPIA will be identified by answering the questions in Section 1. If a
requirement has been identified, you should complete all the remaining sections in order.

The Data Protection Impact Assessment Statement in Section 7 should be completed in all cases,
and a copy of this document should be sent to the Information Lawyer (Data Protection Officer) to
record and review.

The Information Lawyer (Data Protection Officer) will review the DPIA within 14 days of receipt, and
a draft DPIA report will be issued within 28 days. The report will confirm whether the proposed
measures to address the privacy risks identified are adequate, and make recommendations for
additional measures needed.

These measures will be reviewed once in place to ensure that they are effective.
Advice can be found at the beginning of each section, but if further information or assistance is

required, please contact the Information Lawyer (Data Protection Officer) on 023 8083 2676 or at
information@southampton.gov.uk.
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Section 1 - Screening Statements

The following statements will help you decide whether a DPIA is necessary for your project.

Please tick all that apply.

[O] The project will involve the collection of new information about individuals.
[O] The project will compel individuals to provide information about themselves.

[O] Information about individuals will be disclosed to organisations or people who have not
previously had routine access to the information.

[ ] You are using information about individuals for a purpose it is not currently used for, or in
a way it is not currently used.

[] The project involves you using new technology which might be perceived as being
privacy intrusive. For example, the use of biometrics, facial recognition, or profiling.

[O] The project will result in you making decisions or taking action against individuals in ways
which can have a significant impact on them.

[O] The information about individuals is of a kind particularly likely to raise privacy concerns
or expectations. For example, health records, criminal records, or other information that
people would consider to be particularly private.

[] The project will require you to contact individuals in ways which they may find intrusive.

[O] The project involves making changes to the way personal information is obtained,
recorded, transmitted, deleted, or held.

If any of these statements apply to your project, it is an indication that a DPIA would be a useful
exercise, and you should complete the rest of the assessment, including the Data Protection Impact
Assessment Statement in Section 5.

If none of these statements apply, it is not necessary to carry out a DPIA for your project, but you
will still need to complete the Data Protection Impact Assessment Statement in Section 5.



Section 2 - Identifying the Need for a DPIA

Briefly explain what the project aims to achieve, what the benefits will be to the Council, to
individuals, and to other parties.

This project seeks to procure a Client Case Management system for Adult and Children's services.
Currently, we use Civica's Paris system. This was installed in 2003 and the market has progressed
significantly since then. This project will explore the market and establish what is available, liaise
with key service areas and system users to develop a set of requirements ahead of going out to
procurement for a Client Case Management system. We plan to use a Crown Commercial Services
framework to procure the system - on which there are 16 suppliers. Through research and
discussion with service areas and our partners, the decision has been made to procure a system
that can provide a solution for both Adults and Children's services. The council has received
product demonstrations from 6 suppliers on the framework (including our current provider - Civica).
This project will continue throughout the requirements gathering, procurement process to contract
award, signature, development, design, configuration data cleansing, data migration, testing,
implementation and Go Live. Dependent on the system, different amounts of configuration and
development will be needed. There are options to consider throughout this process including
whether we look to obtain a cloud hosted solution or on premise. We will also need to consider
whether we undertake the data migration ourselves or we ask the supplier to take responsibility for
this work. This project will need to consider the right role profiles for services across the business,
including the complexity of integrated teams and our partners.

The benefits to the council are both tangible and intangible though we are unable to quantify

Section 3 - Describe the Information Flows

The collection, use, sharing, and deletion of personal data should be described here.

This is a system that will be used across Children's and Adults services.
Data Collection will encompass:

- Recording of demographic information of adults requesting services

- Recording of demographic information for children open to the service
- Recording of contact information of adults requesting services

- Recording of contact information for families of children open to the service.
- Recording of family information for children open to services

- Recording of information professionals involved in cases for children

- Recording of information for assessments

- Recording of information relating to child protection plans

- Recording of foster carer enquiries (demographic information)

- Recording of foster carer approval process

- Recording adoption enquiries

- Recording of adopter approval process

- Recording of adult safeguarding concerns

- Recording of appointees for adults

- Recording of private foster carers

- Recording of health information for adults




Section 4 - Identifying the Privacy Risks

Answering the questions below will help identify the key privacy risks, and the associated
compliance and corporate risks.

The questions cover the key data protection principles, and whilst all may not be relevant to your
project, they may prompt you to consider areas of risk which aren't initially apparent.

Principle 1

Personal data shall be processed lawfully, fairly and in a transparent manner in
relation to the data subject.

What personal data will be collected and/or shared?

For individuals or families open to the service:

Demographic information: Name, address, date of birth, contact details,

Family information: Family members information - name, address, contact details.

Ethnicity information.

Personal information: Needs, health issues, support requirements, risk of harm to self and others,
family support needs, Child protection plans, Edge of Care therapy goals.

For Foster carers or adopters:

Demoarapohic information: Name. address. date of birth. contact details. occupations

With whom will the personal data be shared?

Personal data will be shared according to information sharing agreements set up. Personal data
sharing requirements could vary on a case by case basis depending on the needs of the individual
or family.

Personal data could be shared with:

- Hampshire Health Record

- Health colleagues - including Occupation Therapy teams, Midwives, Health Vistors, GPs, Mental
Health teams, Hospitals, medical teams.

- Integrated teams - information will be shared openly between Solent NHS trust and SCC as they

How will individuals be told about the use of their personal data?

This will be completed in line with current policy and statutory guidelines.




Conditions for processing

For all data (tick all that apply):

[O] The data subject has given consent to the processing.

[] The processing is necessary for the performance of a contract to which the data subject
is party or in order to take steps at the request of the data subject prior to entering into a
contract.

[O] The processing is necessary for compliance with a legal obligation to which the Council
is subject.

[O] The processing is necessary for the performance of a task carried out in the public
interest or in the exercise of official authority vested in the Council.

Does your project involves the processing of the following?

Tick all that apply:

[O] data revealing racial or ethnic origin

[] political opinions

[O] religious or philosophical beliefs

[] trade-union membership

[O] genetic data or biometric data for the purpose of uniquely identifying a natural person
[O] data concerning health

[0] data concerning a natural person's sex life or sexual orientation

If so, which of the following apply?

[O] The data subject has given explicit consent to the processing.

[O] The processing is necessary for the purposes of carrying out the obligations and
exercising specific rights of the Council or of the data subject in the field of employment
and social security and social protection law.

[O] The processing is necessary for the establishment, exercise, or defence of legal claims,
or whenever courts are acting in their judicial capacity.

[] The processing is necessary for reasons of substantial public interest.

[O] The processing is necessary for the purposes of preventive or occupational medicine, for
the assessment of the working capacity of the employee, medical diagnosis, the
provision of health or social care or treatment or the management of health or social care
systems and services.

[] The processing is necessary for reasons of public interest in the area of public health,
such as protecting against serious cross-border threats to health or ensuring high
standards of quality and safety of health care and of medicinal products or medical
devices.

[] The processing is necessary for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes.




If you are relying on consent to process personal data, how will this be collected and recorded?

In some instances such as Early Help and Prevention, it will be necessary to obtain permission.
Similarly if we are storing information on foster carers, adopters, families of those individuals open
to our services then we will need to obtain consent. This could be obtained verbally and recorded in
the system. Obtaining and recording consent will be compliant with GDPR guidelines.

What will you do if consent is withheld or withdrawn? How will this be recorded?

GDPR states that consent (where this is appropriate) should be as easy to withdraw as it is to
provide. This will not apply in cases where the council is acting under its statutory obligations or
under legal processes. If consent is withheld, then a view will need to be taken as to whether this is
safe. The council can then decide whether to exercise other rights.

Can an alternative condition for processing (see page 7) be used instead of consent? If yes,
please provide details. See conditions on page 6 for options.

Yes in some instances on the system:

The processing is necessary for compliance with a legal obligation to which the Council is subject.
The processing is necessary for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the Council.

The nrocessina is necessarv for the purnases of nreventive or occunational medicine. for the

How will individuals be informed at the point of collection about how their personal data will be
used?

Standard notification wording and processes will be agreed and checked for legal compliance when
the new system is designed

Will any personal data be published on the Internet or in other media? If yes, please provide
details.

No, information will not be shared publicly as a result of this project.

Will a third party contractor be processing the personal data on our behalf, or involved at any
stage in the data processing process?

At this stage we are unable to definitively state whether or not a third party will be involved in the
processing of the data. However, it is likely that the only involvement a third party would have in the
processing of the data would be in the form of a hosted solution where our data is stored in their
cloud or on their servers rather than an ‘on premise' solution. This has not yet been decided.




Principle 2

Personal data shall be collected for specified, explicit, and legitimate purposes,
and not further processed in a manner that is incompatible with those purposes.

Do you envisage using the personal data for any other purpose in the future? If so, please
provide detalils.

No.

Principle 3

Personal data shall be adequate, relevant, and limited to what is necessary in
relation to the purposes for which they are processed.

Are you satisfied that the personal data processed is of good enough quality for the purposes
proposed? If not, why not?

Yes, though we will carry out data cleansing exercises before migrating data from our current
system if this is required.

Is there any personal data that you could not use, without compromising the needs of the
project? If yes, please provide details.

It is not the project specifically, it is the nature of the system that the project is proposing to

replace/update. This system has a fundamental requirement to collect personal data and personal
information.

How will you ensure that only personal data that is adequate, relevant, and not excessive in
relation to the purpose for which it is processed?

There are statutory guidelines around information that will be strictly adhered to. The systems can
have logic applied that mandates the information that is required.




Principle 4

Personal data shall be accurate and, where necessary, kept up to date.

Are you able to update and amend personal data when necessary, after it has been collected
and recorded? Please provide detalils.

Yes, personal information/data can be updated and amended in all systems we have seen
demonstrations of. It can be done easily and quickly. The only exception is in some cases, where
assessments have been signed off by a manager, they cannot be amended.

How will you ensure that personal data obtained from individuals or other organisations is
accurate?

Integration with health systems so that information received is received in real time.
Close working relationships with other agencies such as the police.

Information obtained from individuals can be verified against NHS numbers/records.
Also reliant on comprehensive information sharing agreements to assist with accuracy.

Principle 5

Personal data shall be kept in a form which permits identification of data

subjects for no longer than is necessary for the purposes for which the personal
data are processed.

What retention periods are suitable for the personal data you will be processing?

Varies in line with statutory guidelines (for example adoption records are 99 years).

How will you ensure the personal data is deleted in line with your retention periods?

Some systems that we have looked at have ability to auto-delete records that have reached their
retention periods.

What processes will be put in place for the destruction of the personal data?

Auto deletion of records. This will also be discussed as part of development and configuration
stages once we have reached contract award.

We will also ensure that we are aware of all paper records held and adhere to standard processes
for the destruction of paper records.




Principle 6

Personal data shall be processed in accordance with the rights of data subjects
under this Act.

If an individual requested a copy of the personal data held about them, detail how this would be
provided to them.

Provision of SAR is a key requirement in the specification for a Client Case Management system,
we are unable to detail exactly how this would be provided until we have awarded the contract but
it is likely that the record would be automatically collated into a series of PDF documents.
Information redaction will be available and so will the ability to print. How this will occur will be
confirmed once a solution has been agreed and contract awarded.

If the project involves marketing, have you got a procedure for individuals to opt out of their
personal data being used for that purpose?

The system will not be used for marketing purposes.

Principle 7

Personal data shall be processed in a manner that ensures appropriate security
of the personal data, including protection against unauthorised or unlawful
processing and against accidental loss, destruction or damage, using
appropriate technical or organisational measures.

Where, and in what format, will the personal data be kept?

There will be a full disaster recovery process and solution in place with back-up runs of the data.
Until a solution is agreed and contract awarded, we cannot define what this is.

Personal data may be stored 'on premise' or could be a fully hosted solution. It could be a cloud
solution. The personal data will be stored in the UK and will be encrypted.




Will an IT system or application be used to process the personal data? Please provide details.

Yes. This project is about procurement, development, configuration, test and implementation of a
new system, including data cleansing and data migration.

Details cannot be provided until a solution has been agreed.

How will this system provide protection against security risks to the personal data?

This will be confirmed once a contract has been awarded. It is likely to included 2 point
authorisation or integration with ActiveX.

Data should be encrypted.

Access to information will be provided on a role profile basis and some cases/profiles/records will
be completely restricted to one team or case worker.

If a mobile solution is available then there should be the ability to clear the cache remotely or this
should be done automatically after a set period of time.

What training and instructions are necessary to ensure that staff know how to operate the
system securely?

This will be confirmed once we have awarded the contract. But training will be comprehensive and
will be provided to:

- Developers

- System Administrators
- Users of the system

- Team Managers

- Service Managers and Service Leads
- Intearated teams

Will staff ever process the personal data away from the office (e.g. via paper files, on laptops,
tablets, or smart phones)? If so, please provide detalils.

Yes, a key requirement of this solution will be a fully working mobile solution. Staff who are
required to complete assessments in peoples homes would likely complete these on a smartphone

laptop or tablet computer to complete in real time. We are looking to move away from the use of
paper files.

How will access to the personal data be controlled?

Access to personal data will be restricted according to role profiles. The role profile will be set
based on the individuals job and team and will restrict the access to information. For example,
adoption records will only be accessible to the adoption team. There could be different roles
created that would provide a different view to health colleagues and social care colleagues. Team
managers would have access to all cases open to a team, whereas the individuals in the team

would only have access to their own caseloads. It is likely that Adults and Children's records will
only be accessible by practitioners in that service area.




Principle 8

Personal data shall not be transferred to a country or territory outside the
European Economic Area (EEA) unless that country of territory ensures and
adequate level of protection for the rights and freedoms of data subjects in
relation to the processing of personal data.

Will the project require you to transfer personal data outside of the EEA? If yes, please provide
details.

A cloud solution might require the data to be hosted outside of the EEA. However we will ensure
that the servers are located within the EEA should this become apparent.

If you will be making transfers, how will you ensure that the personal data is adequately
protected?

This will be determined after the supplier is selected.

If a contractor is being used to process the personal data, where are they (and their data stores)
based?

This will be determined after the supplier is selected.




Section 5 - Data Protection Impact Assessment Statement

This statement must be completed for all projects, regardless of whether a DPIA was deemed to be
necessary on completion of the screening questions in Section 1.

Name:

[Chantelle Keets |

Position:

|Project Manager |

Project Summary:

To procure a Client Case Management system to potentially replace our current system - Paris.

Estimated date of project completion:

|Implementation is likely to be September - December 2019. Work has began on requirements gathel

Please choose one of the following options:

(O None of the screening statements in Section 1 of this document apply to the above
project, and | have determined that it is not necessary to conduct a Data Protection
Impact Assessment.

(® Some of the screening statements in Section 1 of this document apply to the above
project, and a need to carry out a Data Protection Impact Assessment was identified. The
assessment has been carried out, and the outcomes will be integrated into the project
plan to be developed and implemented.

Date:
[02.03.2018

Once completed, please send a copy of this document to Corporate Legal.

Email: information@southampton.gov.uk

Internal post: Corporate Legal, Civic Centre, Municipal, Ground Floor West
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	How will individuals be told a_j1Ky9WBBBtuUWFxgH-VqjA: This will be completed in line with current policy and statutory guidelines. 

	With whom will the personal da_zAAv7V*Kf-pn3LrfG-b7iA: Personal data will be shared according to information sharing agreements set up. Personal data sharing requirements could vary on a case by case basis depending on the needs of the individual or family. 
Personal data could be shared with: 
- Hampshire Health Record 
- Health colleagues - including Occupation Therapy teams, Midwives, Health Vistors, GPs, Mental Health teams, Hospitals, medical teams. 
- Integrated teams - information will be shared openly between Solent NHS trust and SCC as they are an integrated team. 
- Police 
- Voluntary organisations 
- Courts 
- Care providers 
- Independent Fostering Agencies or Private Adoption Agencies 
	What personal data will be col_uZ-as3n9M*y8L5qlfipc-A: For individuals or families open to the service: 
Demographic information: Name, address, date of birth, contact details,
Family information: Family members information - name, address, contact details. 
Ethnicity information. 
Personal information: Needs, health issues, support requirements, risk of harm to self and others, family support needs, Child protection plans, Edge of Care therapy goals. 
For Foster carers or adopters: 
Demographic information: Name, address, date of birth, contact details, occupations,
Information relating to the approval process.
Information relating to vacancies, type of placement they have been approved for, any children of their own etc.
	The collection, use, and delet_87dwyh4jRpm73tkVxKrM6Q: This is a system that will be used across Children's and Adults services. 
Data Collection will encompass: 
- Recording of demographic information of adults requesting services 
- Recording of demographic information for children open to the service 
- Recording of contact information of adults requesting services 
- Recording of contact information for families of children open to the service. 
- Recording of family information for children open to services 
- Recording of information professionals involved in cases for children 
- Recording of information for assessments 
- Recording of information relating to child protection plans 
- Recording of foster carer enquiries (demographic information) 
- Recording of foster carer approval process 
- Recording adoption enquiries
- Recording of adopter approval process 
- Recording of adult safeguarding concerns 
- Recording of appointees for adults 
- Recording of private foster carers 
- Recording of health information for adults 
- Recording of education information for children 
- Recording of information that relates to 'family life' 
- Recording of information relating to harm or abuse of a child. 
- Recording of information relating to possibility of Child Sexual Exploitation  
- Recording of pregnancy/maternity information 

Used to store and record sensitive information regarding vulnerable adults. 
Used to store and record sensitive information regarding children & young people and safeguarding. 
Used to store and record information required to carry out assessments. 
Used to store and record information for purposes of court hearings and cases. 
Store and record information of a personal information that could be used in panel meetings, reviews or case meetings. 

Information sharing: 
Information is shared with a number of parties, but this is strictly monitored. Children's case information may be shared with health professionals and health professionals may share information with us. There are integrated teams that are using the systems where information sharing is currently covered by an information sharing agreement. If the current system is replaced, then these may need to be reviewed as the way they access information could be different i.e. it could be via a portal rather than direct access into the system. 

Information may be shared with other professionals working on the case and a summary could be provided to care providers. 
Information will be shared with the courts as required. 
Information may be shared between departments as necessary. 
Information may be shared with other Local Authorities, where a child or adult open to SCC services moves to another LA or is admitted to hospital in another LA, attends an educational establishment, moves to care provision outside of area or other relevant reason where information would need to be shared for the safety of a child or adult open to our services. 
Information may be shared/passed between education establishments and the council. 
Information may be shared with multiple agencies as required including charitable organisations (if agreement is received) and the police. 

Deletion of personal data: 
Personal data will be held in accordance with statutory guidelines and obligations. Where required we will delete or archive personal information. Some systems offer the capability of automating this process. 
New GDPR guidelines will be adhered to. If a SAR request is received and we are asked to delete information, this will be done in accordance with statutory rules and guidelines, if we are unable to do this because we have a statutory or legal duty. 



	With the screening statements _pAN5Kb6YciqVpUTPucL3Sw: This project seeks to procure a Client Case Management system for Adult and Children's services. Currently, we use Civica's Paris system. This was installed in 2003 and the market has progressed significantly since then. This project will explore the market and establish what is available, liaise with key service areas and system users to develop a set of requirements ahead of going out to procurement for a Client Case Management system. We plan to use a Crown Commercial Services framework to procure the system - on which there are 16 suppliers. Through research and discussion with service areas and our partners, the decision has been made to procure a system that can provide a solution for both Adults and Children's services. The council has received product demonstrations from 6 suppliers on the framework (including our current provider - Civica).
This project will continue throughout the requirements gathering, procurement process to contract award, signature, development, design, configuration data cleansing, data migration, testing, implementation and Go Live. Dependent on the system, different amounts of configuration and development will be needed. There are options to consider throughout this process including whether we look to obtain a cloud hosted solution or on premise. We will also need to consider whether we undertake the data migration ourselves or we ask the supplier to take responsibility for this work. This project will need to consider the right role profiles for services across the business, including the complexity of integrated teams and our partners. 
The benefits to the council are both tangible and intangible though we are unable to quantify exactly until we have reached contract award and know the supplier and system we are looking to obtain. 
Non-tangible benefits include: 
- Better integration with health
- Better integration with corporate systems 
- More intuitive workflow
- Automatic data population 
- Improved self-service 
- System compliance with legislation (currently process is used as a workaround to system non-compliance. Market testing has show that other systems are compliant with relevant legislation). 
- More efficient workforce 
- Workable mobile solution 
Tangible benefits could include: 
- Improved charging rates (through improved integration with finance modules and improved information availability). 
- Less manual intervention 
- Better visibility of spend against budget to bring finance to life for practitioners 
- Improved service provision 

This will also contribute to some of the key outcomes in the Council's strategy including: 
- Southampton is a modern and sustainable council 
- Children get a good start in life 
- People in Southampton lead safe, healthy, independent lives 

For our citizens, it will improve our services to the most vulnerable members of our city. It could also improve our prevention methods, assessment capabilities and speed up our ability to complete processes. It could improve our data analysis capabilities, enabling us to spot trends or problems. 
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